This paper considers a probabilistic version of the N − k interdiction problem in power transmission networks, where the probability of failure of each component in the network is known a priori and the goal of the problem is to find a set of k components that maximizes disruption to the system loads weighted by the probability of simultaneous failure of the k components. The resulting problem is formulated as a bilevel mixed-integer nonlinear program. Convex relaxations, linear approximations, and heuristics are developed to obtain feasible solutions that are close to the optimum. A general cutting-plane algorithm is proposed to solve the convex relaxation and linear approximations of the N − k problem. Extensive numerical results corroborate the effectiveness of the proposed algorithms on small-, medium-, and large-scale test instances; the test instances include the IEEE 14-bus system, the IEEE single-area and three-area RTS96 systems, the IEEE 118-bus system, and the WECC 240 test system.
Introduction
Extreme events, either natural (e.g., Superstorm Sandy, Hurricane Matthew, blackouts) or man-made (e.g., cyberattacks), pose a major threat to the nation's electric grid and the socioeconomic systems that depend on reliable delivery of power. They highlight the need to develop effective computational tools for discovering vulnerabilities and identifying critical components of the electric power transmission grid. One such tool is the established N − k interdiction problem [33] , which focuses on identifying an N − k contingency, i.e., a set of k critical components of the transmission system whose simultaneous or near-simultaneous failure would maximize the disruption, measured in terms of the amount of load shedding that must occur to prevent a cascading failure of the system. This paper considers a probabilistic generalization of the N − k problem, which we will refer to as the PNK, where the probability of failure of each component is known a priori and the objective is to find a set of probable k components that causes the maximum disruption to the transmission system under a simultaneous failure. The probability of failure of each component can correspond to historical failure rates or can be generated using fragility models based on exposure to extreme events, among other things. It can be useful to consider the problem as a bilevel Stackelberg game (see [9] ) with an attacker and a defender * Corresponding author: rbent@lanl.gov where the attacker's and defender's actions are sequential and the attacker has a perfect model of how the defender should optimally operate the transmission system. The objective of the attacker is to identify k components to maximize the impact to the transmission system, measured in terms of the minimum load that must be shed by the defender weighted by the probability of the simultaneous or near-simultaneous failure of the k components. Hence, N and k refer to the total number of components and the number of them that can be interdicted in the system, respectively. The number of possible N − k contingencies, even for small values of k, makes total enumeration computationally intractable. We note that an interesting effect of modeling the PNK as a Stackelberg game is that no N − k contingency causes a cascading failure in the transmission system.
Related work
The literature contains many variants of the N − k problem, and algorithms that can obtain optimal solutions and heuristics have been extensively studied for these variants. For ease of exposition, we will analyze the work done in the literature using the following three categories: (1) deterministic or stochastic variant, (2) linear or convex nonlinear representation of the physics governing the flow of power in electric transmission systems, and (3) heuristic or exact approaches to solving the corresponding prob-lem. The physics governing the flow of power through electric transmission networks is nonlinear and is given by Kirchoff's laws; the equations that govern the physics of power flow are referred to as the alternating current (AC) power flow equations. Typically, problems relating to the interdiction of transmission lines and buses in an electric transmission system use a linear approximation of the AC power flow equations; the equations obtained after linear approximation are called the direct current (DC) power flow equations.
We will start by reviewing the literature on the deterministic N − k interdiction problem that uses the DC power flow equations to develop exact approaches. To the best of our knowledge, the first work in the literature to develop mixed-integer programming-based formulations for the deterministic variant of the PNK using the DC power flow model is by Salmeron et al. [32] . The authors in [32] develop a mixed-integer bilevel program to model the deterministic interdiction of lines and buses in the transmission system. A Benders decomposition algorithm, taking off the work in [32] , is developed to solve the same problem in [1] on small test instances. The authors in [1] also perform AC analysis using PowerWorld [34] on the interdiction plan computed using the DC power flow models. The lower-level problem in [32] is replaced by its dual in [27] and is approximated using KKT conditions in [3] . The first work to systematically develop a decomposition algorithm to solve a deterministic bilevel N − k problem based on Benders decomposition on large test instances is [33] . The algorithm developed in [33] , an extension of the work in [32] , is tested on a "U.S. Regional Grid" with 5000 buses, 5000 lines, and 500 generators. The works in [33, 1] measure disruption in terms of long-term power shedding, ignoring short-term shedding resulting from cascading outages immediately after the attack, and use a DC power flow model to compute this long-term power shedding. More recently, [7] develop computationally efficient algorithms to solve a minimum cardinality variant of the N − k problem, where the objective is to find a minimum cardinality attack with a throughput less than a prespecified bound; the DC power flow model is used to model the physics of the transmission system. They also formulate and solve a nonlinear continuous version of the problem where the attacker is allowed to change the transmission line parameters to disrupt the system instead of removing transmission lines. The authors in [15] study the deterministic N − k problem where the system operator is allowed to use both load shedding and line switching as defensive operations via a Benders decomposition algorithm. This paper differs from the aforementioned work in two aspects: it analyzes the theoretical and computational effects of using a better representation of the AC power flow equations, viz., convex nonlinear relaxations, and considers a probabilistic generalization.
The first work in the literature to use the full AC power flow model on a deterministic interdiction problem is [24] ; the work develops two continuous optimization models where the attacker is allowed to increase the impedance of transmission lines, similar to [7] . They develop a FrankWolfe decomposition algorithm to compute an optimal solution to the problem. Unlike in this paper, the authors in [24] do not allow for removal of any component in the transmission network; modeling component removal would require the introduction of binary variables and possibly disjunctions that require different solution techniques. A different line of work in the literature (see [16, 30] ) focuses on vulnerability assessment in power grids using a nonlinear approximation of the AC power flow equations where the problems are formulated as bilevel mixed-integer programs. These optimization problems either maximize unmet demands or minimize the number of lines to attack. These two approaches were shown to be equivalent in [4] . Authors in [30] also develop an algorithm based on graph partitioning to compute the best N − k attack based solely on the generation capacities, the demands, and the transmission line limits while ignoring the power flow constraints; they develop solution methodologies that can compute the best N − k attack on a transmission system in the western United States.
Other heuristic approaches in the literature for the deterministic interdiction problem include [8] ; they present a greedy algorithm that uses a DC power flow model. Although the heuristic approaches produced favorable scaling, the solutions were not optimal. Heuristic approaches based on genetic algorithms can be found in [2] .
Another related problem of contingency identification has received considerable attention in the literature (see [17, 18, 14, 35] and references therein). In particular, [18] develop a heuristic approach to identify multiple contingencies that can initiate cascades on large transmission systems, and [14] use current injection-based methods and introduce "line outage distribution factors" to identify contingencies. All the aforementioned work in the literature uses a variety of "criticality" measures, based on the DC power flow model, for the different components in the system that aid in identifying these contingencies.
A different line of work for general flow networks is based on a generalized network performance measure. This measure is in turn used to rank the nodes and edges of the network (see [31] ); the downside of using these ranking schemes on electric transmission systems is that they are not validated using power flow models.
As for the literature in stochastic network interdiction problem, authors in [13] provide a thorough introduction to many variations of stochastic network interdiction. Stochastic network interdiction has also been studied in the context of identifying locations for installing smuggled nuclear material detectors [29] . Authors in [29] formulate the problem of identifying locations for installing smuggled nuclear material detectors as a two-stage stochastic mixed-integer program with recourse, and showed that the problem is NP-Hard. To the best of our knowledge, the probabilistic/stochastic variants of the network interdiction problem, previously addressed in the literature, are only for general capacitated flow networks [13, 23] and not for electric transmission systems. Capacitated flow networks can be represented by linear constraints and in some cases have a total unimodularity structure that can be exploited for developing computationally efficient algorithms [12] . This is the first work in the literature to analyze a probabilistic variant of the network interdiction problem for electric transmission systems.
Contributions
The PNK can be considered a generalization of the work in [33] in two ways: (1) we consider a probabilistic outage model rather than a deterministic model, and (2) we use the AC power flow equations and their convex relaxations instead of the DC power flow approximation. The first generalization makes the objective function concave, after suitable transformations, and the second generalization introduces a set of convex-quadratic constraints instead of a set of linear constraints. The main contributions of this paper are as follows. We first propose and formulate the PNK as a mixed-integer nonlinear program (MINLP) using the AC power flow equations. In the interest of computational tractability and algorithm development, we then relax the MINLP to a mixed-integer convex problem and also develop two approximations of the PNK with linear constraints. We then develop a general cutting-plane algorithm for all formulations of the PNK problem and prove its exactness for certain cases. This algorithm is then subjected to extensive computational experimentation on a wide range of test instances to corroborate its effectiveness and the usefulness of the proposed formulations.
Nomenclature
This section presents nomenclature and terminology, including those that are well understood and used routinely by the power systems community. An interested reader is referred to [11] for detailed description of the terminology.
Sets:
N -set of buses (nodes) in the network N (i) -set of nodes connected to bus i by an edge E -set of from edges (lines) in the network E r -set of to edges in the network S -set of N − k contingency scenarios E s -set of damaged edges in N − k contingency scenario s E s -set of operational from edges in the network during N − k contingency scenario s E r s -set of operational to edges in the network during N − k contingency scenario s Unless otherwise stated, all the values are in per-unit (pu). A pu system is the expression of system quantities as fractions of a defined base unit quantity; this is extensively used in power system engineering to make the magnitude of different system quantities uniform.
A bilevel MINLP formulation
In this section, we formulate the PNK as a bilevel MINLP using the nomenclature introduced in the previous section. Although the approach presented in this paper holds for any type of component (generator, transformer, substation, transmission line) to be deemed critical, for ease of exposition, we assume that only the transmission lines in the system can be disrupted or interdicted; hence, throughout the rest of the article, N and k represent the total number of transmission lines and the number of them that can be interdicted in the system, respectively. The problem is formulated as a bilevel max-min problem; from here on, we will refer to the max and min problem as the outer and inner problem, respectively. The formulation is as follows:
where z s is defined by the following optimization problem for every scenario s ∈ S:
In the above formulation, the outer problem is analogous to the attacker's problem, where the attacker is interested in computing the N − k scenario s that maximizes the damage to the system (see Eq. (1)); here, the attacker measures the damage in terms of the minimum load shed incurred by the defender (the system operator) during scenario s weighted by the probability Pr s of scenario s. This objective is shown to be an effective severity indicator for an N − k scenario via extensive simulations in the literature [28] . We note that the objective function in Eq. (1) contains a bilinear term, the first source of nonlinearity in the problem.
The inner problem is the defender's problem, which is to operate the power network for contingency s in such a way as to minimize the active load shed in the network. Although the defender seeks to minimize this, constraint (9) ensures that a certain quantity of reactive load is also shed when active load is shed in the system. This is achieved in constraint (9) by forcing the load-shedding factor s i at each bus i during scenario s ∈ S to act on both the real and reactive loads. This type of load shedding is also referred to as constant power-factor shedding. The constraints for the inner problem can be classified into two categories, viz., the physical limits of the network (operational side constraints) and the AC power flow equations that govern the physics of power flowing in the network. Constraints (3) and (7) bound the voltage magnitude at each bus and the phase angle difference between the buses connecting a line, respectively. Constraints (4) and (5) limit the real and reactive power generated at a bus during contingency s, respectively. Constraint (8) is the restrictions on the loadshedding variable s i . Eqs. (9) and (10) together define how power flows in the network and form the core building block of many power system applications; they are also the source of nonconvexity in the defender's problem. The PNK is a difficult problem (in fact, just the inner problem is itself NP-hard) (see [37, 25] ). Hence, in the next section, we present a convex relaxation of the inner problem and a convexification procedure to handle the nonlinear terms in the outer problem to convert the MINLP to a mixed-integer convex program. We note that the convex relaxations of the AC power flow equations in (9), presented in the next section, are established and broadly accepted in the power systems and optimization literature (see [11] and references therein).
Convex reformulation of the outer problem
As mentioned in the previous section, the outer problem has a bilinear term in the objective function. Also, the value of Pr s that defines the probability of an N − k scenario s ∈ S depends on the k transmission lines that are being interdicted in scenario s. It might be computationally inefficient to maintain a look-up table that can provide the value of Pr s for each scenario. Instead, we make the relationship between Pr s and lines interdicted in the N − k scenario s explicit by using binary interdiction decision variables x ij for each line (i, j). We will use logarithms to address both these issues and convert the outer problem to a maximization of a concave function. After taking logarithms, the outer problem is as follows: max log Pr s + log z s subject to:
Constraints (11), (12) , and (13) define the value of Pr s based on the values taken by the interdiction variables x ij corresponding to the N − k scenario s ∈ S. The assumption that the line-failure probabilities Pr ij are independent is used to express Pr s using Pr ij s in constraint (11) . We now let p = log Pr s ; hence, the above optimization problem can be equivalently written as follows:
subject to: p = ∑ (i,j)∈E log Pr ij · x ij , (12), and (13).
The function p + log z s in the objective is concave when p, z s > 0. Hence, the outer problem is a convex optimization problem if the value of z s for each N − k scenario s is known a priori.
In the next section, we present convex relaxations and linear approximations for the inner problem in the PNK. The inner problem as presented in Sec. 3 is nonlinear because of the AC power flow equations in (10) . This makes computing a global optimum, even for reasonably sized test instances, computationally intractable [10] (hence the need for developing convex relaxations of the inner problem). Furthermore, we present two approximations to the AC power flow equations: the DC power flow equations and a traditional network flow formulation. As for the convex relaxations of the AC power flow equations, there are many well-studied convex relaxations in the literature. They include the semidefinite programming [5] , the second-order cone (SOC) [22] , the quadratic convex [20] , and the moment-based relaxations [26] . Each of these relaxations has an associated solution quality-computation time trade-off. Among these relaxations, we will use the SOC relaxation because it provides a favorable balance of computation time and solution quality in this application domain. Nevertheless, we will observe later that the algorithm presented in this paper to solve the PNK is very generic and can be applied to any convex relaxations of the AC power flow equations.
Convex relaxation and linear
approximations of the inner problem
The SOC relaxation
First we present the SOC relaxation of the AC power flow equations in (10) to obtain a SOC program for the inner problem for a fixed N − k scenario. We begin by rewriting the constraints for the inner problem in the following equivalent lifted form by the introduction of additional auxiliary variables:
and constraints (4), (5), (6), (8) and (9) .
The introduction of these auxiliary variables ensures that the nonlinearity in the inner problem is isolated in constraint (15) . Given the above set of lifted constraints for the inner problem, the SOC relaxation is obtained by replacing constraint (15) with |W s ij | 2 W s ii W s jj for every (i, j) ∈ E s . For the sake of completeness, the full formulation for the PNK, with the convex reformulation of the outer problem and the SOC relaxation of the inner problem, is shown below: (12) , and (13) where z s for every N − k scenario s ∈ S is defined by
(16), (17), (18), (4), (5), (6), (8) , and (9).
The DC approximation
In this section, we present a DC approximation of the AC power flow equations in (10); we note that the DC approximation results in the inner problem being a linear program for a fixed N − k scenario s ∈ S. To make the presentation of the DC approximation simple, it is useful to represent the AC power flow equations in (10) in their Cartesian form. Eq. (10) in Cartesian form is given by the following set of two equations for every (i, j) ∈Ē s :
Three basic assumptions are used to derive the DC approximation of the AC power flow constraints in Cartesian form. They are as follows:
(A1) g ij ≈ 0 for every line (i, j).
(A2) The voltage magnitude at each node or bus is 1 pu, i.e., v s i = 1 pu for each bus i.
Using these three assumptions on the AC power flow equations yields
Applying Eq. (20) in the inner problem for every scenario s ∈ S and the convex reformulation of the outer problem yields the following DC approximation of the PNK:
log Pr ij · x ij , (12), and (13) where
In the next section, we present another linear approximation of the inner problem of the PNK: a network flow (NF) approximation. We note that the NF approximation is actually a relaxation of the DC approximation presented in this section.
NF approximation
In this section, we present a relaxation of the DC approximation using capacitated flows in networks. The NF approximation for the PNK is obtained by dropping constraint (26) from the DC approximation presented in the previous section. It is trivial to observe that for a given N − k scenario, the inner problem without (26) is a maximum flow problem. For the sake of completeness, the PNK with the NF approximation is shown below:
i subject to: (22) , (23), (24) , and (25).
A cutting-plane algorithm
In this section, we present a generic cutting-plane algorithm that is common to the MINLP, the SOC relaxation, and the DC and NF approximation for the PNK. The cutting-plane algorithm uses the Stackelberg game structure that is inherent to all the formulations. The main difficulty in developing any algorithm for the PNK arises from the nonconvex max-min nature of the problem. A number of techniques have been studied and analyzed in the literature to convert bilevel max-min problems like the PNK to a single mixed-integer program (see [1, 27] ). But these techniques developed in the aforementioned papers are also known to have scaling issues for large-scale test instances. To understand why these issues occur, it is useful to think about an N − k contingency scenario s as simply modifying the original set of lines E in the network to E s . Representing this behavior as constraints is key to converting the bilevel program to a single-level mixed-integer program; this can be achieved by using disjunctions. Furthermore, if the N − k scenario is allowed to include node or substation failures, this would complicate matters by introducing additional multilinear terms [33] that do not bode well for developing efficient computational algorithms to solve the problems. Hence, we present a cutting-plane algorithm that, instead of converting the bilevel PNK to a single-level problem, generates cutting planes (using the solution of the inner problem) that are added sequentially to the outer problem.
To that end, we first present an overview of the cuttingplane algorithm. The algorithm relies on constructing a sequence of upper-bounding piecewise linear functions on the total active load shed z s for all feasible s ∈ S. In particular, for eachŝ ∈ S, the algorithm relies on computing coefficients α ij (ŝ) for each line (i, j) ∈ E such that
The cut in (27) has been developed and found to be effective for the deterministic variant of formulation F 3 (see [33] ). In this section, we show that this cut generalizes to the PNK and also to different relaxations and approximations of the AC power flow equations. The inequality in (27) provides an upper bound for z s , the objective function of the inner problem, for every feasible N − k scenario s ∈ S. The linear cut in (27) is very general, and there are many choices for the cut coefficients α ij (ŝ). The key challenge is to choose tight values for each coefficient that do not remove any feasible N − k scenario. For the PNK, these coefficients α ij (ŝ) are computed using a combination of the subproblem solution for scenario s and the physics of power flow in the network. Using the inequality in (27) , the PNK can be equivalently written as follows:
(F 5 ) max p + log z s subject to:
log Pr ij · x ij , (12), and (13).
A pseudocode of the cutting-plane algorithm for the PNK using formulation F 5 is given in Algorithm 1. The pseudocode assumes a black box for solving the inner problem and computing the cut coefficients in (27) . 
and s * ←ŝ 9: compute α ij (ŝ) for every (i, j) ∈ E satisfying (27) 10: add z s zŝ + ∑ (i,j)∈E α ij (ŝ) · x ij to F 5 and resolve 11: updateŝ, and setf using solution from step: 10 12: iff − f * ε f * then (s * , f * ) is the ε-optimal solution to the PNK, stop 13: return to step: 6
Computing cut coefficients
Here we present an algorithm to compute the cut coefficients α ij (ŝ) for a given N − k scenarioŝ and for every (i, j) ∈ E using the solution to the inner problem. First we present an expression for the cut coefficients, and then we present a proof of validity of the cut when the NF approximation is used for the inner problem followed by the necessary conditions under which the cut is still valid for the DC approximation and the SOC relaxation of the inner problem. Regardless of the formulation that is used for the inner problem (F 2 , F 3 , or F 4 ), the solution to any of these problems for a fixed N − k scenarioŝ would provide a value of pŝ ij for each line (i, j) ∈ Eŝ E r s . Each pŝ ij represents the active power flowing on line (i, j) ∈ Eŝ E r s during the N − k scenarioŝ. Given these values of pŝ ij , the cut coefficients are defined by the following equation:
Recall thatẼŝ is the set of lines that is removed for the N − k scenarioŝ. The coefficient αŝ ij provides an upper bound on the total amount of active load that must be shed when line (i, j) ∈ E is removed from the network during an N − k scenarioŝ ∈ S. The following theorem proves that the cut in (27) with the cut coefficients in (28) is valid for formulation F 4 , which uses the NF approximation of the inner problem. Proof. As discussed in Sec. 5.3, the inner problem in formulation F 4 is a maximum flow problem because minimizing the active load shed in the system is equivalent to maximizing the active load satisfied in the system. Maximizing the amount of active load satisfied in the system subject to the NF constraints in F 4 is simply the maximum flow problem in a directed graph; pŝ ij represents the amount of active power flowing through line (i, j) ∈ Eŝ E r s . At the optimal solution of the inner problem of F 4 for a fixed s ∈ S, the maximum amount of load that can be shed when line (i, j) is removed from the network is given exactly by the expression in (28) . This follows from the max-flow min-cut theorem [12] .
For the DC approximation of the PNK presented in Sec. 5.2, the cut given in Eq. (27) using the coefficients in (28) is not necessarily valid and can remove feasible solutions to the PNK; an interested reader is referred to [6, 33] for a counterexample. Nevertheless, under the following necessary condition, the cut is valid.
(B1) The removal of the set of lines in (i, j) ∈ Eŝ, each carrying pŝ ij units of real power during contingencyŝ, leads to a total real power load shedding of at most ∑ (i,j)∈Eŝ pŝ ij .
In general, assumption (B1) need not hold (see [6] ) because of Braess's paradox as exhibited in electric transmission systems. The validity of assumption (B1) has been empirically observed for many available power system test cases via extensive computational experiments (see [33] ) for the deterministic variant of the DC approximation. As for the SOC relaxation of the PNK given by formulation F 2 , we make assumption (B1); in fact, the sufficiency condition for the validity of the cut given in Eqs. (27) and (28) 
Logical constraints
We now present an additional logical constraint that can be added to speed up the convergence of the cutting-plane algorithm. Given a feasible N − k scenarioŝ ∈ S, the constraint is given by
This constraint forces any new N − k scenario to differ fromŝ in at least one component. This type of cut has been observed to be effective in similar interdiction problems [21, 33] . We now argue that the cutting-plane algorithm, along with the logical constraints presented in the previous paragraph, converges in a finite number of iterations. We start by observing that adding just the logical constraints (and neglecting the cuts in Eq. (27) ) to formulation F 5 makes the cutting-plane algorithm a complete enumeration algorithm. This itself ensures finite convergence because there are a finite number of N − k scenarios. Eq. (27) , if valid, ensures that not all feasible solutions are enumerated and accelerates the convergence. If the cut is not valid, then using it would result in a suboptimal solution without affecting the finite convergence property.
Computational results
In this section, we demonstrate the computational effectiveness of the cutting-plane algorithm and heuristics for computing an optimal/feasible solution to the linear approximations and relaxation of the PNK. We use five test instances for all our simulations, classified into the following three categories:
(C1) Small test instances: IEEE 14-bus and IEEE single-area RTS96 (with 24 buses) test systems.
(C2) Medium test instances: IEEE three-area RTS96 (with 73 buses) and IEEE 118-bus test systems.
(C3) Large test instances: WECC 240 test system. We note that the WECC 240 is an aggregated model of a real transmission system in the western United States.
All computational experiments were run on an Intel Haswell 2.6 GHz, 62 GB, 20-core supercomputing machine at Los Alamos National Laboratory. In the interest of using state-of-the-art commercial solvers, which support only convex quadratically constrained quadratic programs, a linear outer approximation of the outer problem objective function is used in place of its concave counterpart. CPLEX 12.7 is used for solving all the mixed-integer linear and convex optimization problems presented in this paper.
The data on the probability of line failures are available as a part of reliability data for the IEEE single-area and threearea test cases [19] . For the remaining three test cases, the probability of line failure for each line is generated using the following procedure. We compute the maximum and minimum probability (p max and p min , respectively) among all the failure probabilities for the IEEE single-area RTS96 test case and generate the probability of line failures uniformly in the interval [p min , p max ] for the other test cases. This data and the code are made available in [36] .
Comparison of solution with total enumeration
In this section, we concentrate on only the small instances in category (C1) where an optimal solution to formulations F 2 , F 3 , and F 4 can be obtained by complete enumeration of all the N − k scenarios. As observed in Sec. 6, the cutting-plane algorithm is exact for the NF-based formulation, F 4 , of the PNK (see Theorem 1) and a heuristic for the SOC relaxation and the DC approximation of the PNK. Here, we compare the solutions obtained by the three formulations with their corresponding optimal solutions obtained via complete enumeration of all possible feasible solutions. We restrict our attention to values of k in {2, 3 It can be observed from Tables 2 and 3 that the cuttingplane algorithm is able to compute an optimal solution to formulations F 3 and F 2 , despite being a heuristic, for the instances in category (C1) for values of k ∈ {2, 3, 4}. The results in Table 1 are not surprising because the cuttingplane algorithm is indeed an exact algorithm for the PNK with the NF approximation. Figs. 1 and 2 the SOC relaxation, the DC approximation, and the NF approximation in the IEEE 14-bus system and the IEEE single-area RTS96 system with 24 buses, respectively. A consistent trend that emerges from Figs. 1 and 2 is that the number of iterations of the cutting-plane algorithm is highest for the NF approximation and lowest for the SOC relaxation of the PNK, except for in the IEEE 14-bus system when k = 2. The computation time is not reported for these small instances because the cutting-plane algorithm converged to an optimal solution within 5 seconds for all the runs.
Performance of the cutting-plane algorithm on categories (C2) and (C3)
In this section, we present the computational results for the test cases in categories (C2) and (C3). Unlike the instances in category (C1), computing the optimal solution using complete enumeration is time-consuming for the instances in categories (C2) and (C3), so we present the results of the cutting-plane algorithm applied to formulations F 2 , F 3 ,
Figure 1: Number of iterations of the cutting-plane algorithm applied to formulations F 2 , F 3 , and F 4 in the IEEE 14-bus system.
Figure 2: Number of iterations of the cutting-plane algorithm applied to formulations F 2 , F 3 , and F 4 in the IEEE single-area RTS96 system with 24 buses.
and F 4 for instances in category (C1) only. A tolerance of ε = 1% is set for every run of the cutting-plane algorithm. A computation time limit of 24 hours was imposed on all the runs of the algorithm. Table 4 summarizes the computational behavior of the cutting-plane algorithm and the heuristic for the instances in category (C2) and (C3), respectively. The column headings used in the table are defined as follows:
# buses: number of buses (nodes) in the system. k: number of interdicted lines (edges). F i : cutting-plane algorithm applied to formulation F i , i ∈ {2, 3, 4}. time: time in seconds for the cutting-plane algorithm to converge to ε-optimal solution; if the algorithm timed out at 24 hours, then "TO" (timed-out) status is reported. iter: number of iterations of the cutting-plane algorithm. sol: ε-optimal objective value (in MW) if the cutting-plane algorithm terminated within 24 hours or best feasible solution obtained at the end of 24 hours (if algorithm timed out, the gap in % is reported instead of the objective value; the gaps are enclosed in parentheses to differentiate them from the ε-optimal solutions). We note that this column reports an the cost of the heuristic solution, obtained using the cutting-plane algorithm, for formulations F 2 and F 3 . ac: the objective value of the inner problem in formulation F 1 using the N − k scenario obtained from the cutting-plane algorithm; this solution is obtained via solving the nonlinear inner problem in F 1 using Ipopt as the local solver. This objective value is not reported for instances that timed out. This process of obtaining a feasible solution to the PNK using its MINLP formulation, F 1 , is also called primal recovery.
We observe from Table 4 that the SOC relaxation of the PNK given by formulation F 2 performs the best from a computational perspective. The cutting-plane algorithm consistently takes the least number of iterations when applied to the SOC relaxation. The cutting-plane algorithm performs the worst when applied to the NF approximation of the PNK. This can be attributed to the fact that the NF approximation is a very bad approximation of the feasible region of the PNK, whereas the SOC relaxation is a better representation of the feasible set of the PNK. Despite the fact that the cut in (27) is not necessarily valid for the SOC relaxation and the DC approximation, the primal recovery procedure to obtain a feasible solution to the MINLP formulation for the PNK is observed to provide similar objective values to both these formulations. Hence, it is hard to distinguish between or identify any trends in the actual solutions produced by the cutting-plane algorithm when applied to formulations F 3 and F 2 . Fig. 3 shows the hamming distance between the solutions obtained by the cutting-plane algorithm on the three formulations for the WECC 240 test system; it can be observed from the figure that the hamming distance between the interdiction plans obtained using formulations F 2 and F 3 is zero for k ∈ {2, 3, 4, 5}.
However, taking into account the computation time reveals the SOC relaxation in formulation F 2 to be the clear winner between the three formulations, from both a solution quality and computation time standpoint, for the PNK. Hence, we will use the SOC relaxation of the PNK for the remaining computational experiments. 
Effect of the failure probability distributions
For all the computational experiments thus far we either used the line-failure probabilities from publicly available data (reliability data) or generated data from a uniform distribution in the range defined by the reliability data. Now, we study the effect of change in distribution of line-failure probabilities on the solution obtained by the cutting-plane algorithm. For the purposes of this study, we restrict our attention to the SOC relaxation of the PNK given by the formulation F 2 and the instance WECC 240 from category (C3).
For ease of exposition, we will denote the line-failure probability of line (i, j) ∈ E generated using the reliability data by Pr r ij [19] . We perform two sets of computational experiments, referred to as (D1) and (D2). The first set of experiments is aimed at examining how an increase in line-failure probability in a certain geographical area affects the objective value obtained using the cutting-plane algorithm. This experiment is intended to simulate a severe event that could potentially increase the line-failure probabilities in a geographical region. To that end, we first choose a set of 117 transmission lines, L ⊂ E , in the state of California using the geolocated WECC 240 test instance. The set of buses on which these lines are incident is shown in Fig. 4 ; this subset of buses is assumed to be affected by a severe event on the coast of California. The line-failure probability for each line in E is generated using the following equation:
We use n = {1, 2, 3} to generate three sets of line-failure probabilities. We also note that the higher the value of n, the higher the probability of line failure for the lines in set L. Hence, n = 3 can correspond to a more severe event than n ∈ {1, 2}. Also, when n = 0, the line-failure probabilities reduce to the probabilities that were obtained using the reliability data, studied in the previous section. 
Figure 5: Plot of the objective value vs. k using the probability data using Eq. (30) . n = 0 shows the plot for the case when line-failure probabilities are obtained using the reliability data, Pr r ij .
Fig . 5 shows the objective value obtained by the cuttingplane algorithm for formulation F 2 for the WECC 240 test system for k ∈ {2, . . . , 15} using the line-failure probabilities generated for the computational experiments in set (D1). It is clear from the figure that the objective value increases with increasing line-failure probabilities; this is expected given the objective function of the PNK.
The second set of experiments, (D2), is aimed at examining the effect of line-failure probability distribution on the solution obtained by the cutting-plane algorithm. To make the comparison fair, we assume a probability budget, which is defined as the sum of the line-failure probabilities of all the lines using the probabilities generated using the reliability data, Pr r ij . The probability budget is defined as B := ∑ (i,j)∈E Pr r ij . We will refer to the line-failure probabilities Pr r ij as "rel", where rel is an abbreviation of reliability. We consider three cases for the line-failure probabilities: (1) we assume each Pr ij is exactly 0.5 (this is equivalent to the deterministic variant of the PNK and we will refer to this case as "det"), (2) we assume Pr ij ∼ U(0, 1) (a uniform distribution in the interval (0, 1)), and (3) we assume Pr ij ∼ texp(1), where "texp(1)" denotes a truncated exponential distribution in (0, 1) with rate 1. Once we generate the line-failure probabilities for all three cases, these values are normalized to sum to the probability budget B. Fig . 6 shows the objective value obtained by the cuttingplane algorithm decreasing for increasing values of k; this is because the larger the value of k, the lower the probability of an N − k failure (this observation is also valid for Fig. 5 ). The sum of the individual line-failure probabilities is normalized to a constant value for all four cases; this can be interpreted as moving the line-failure probabilities from one line to another. This change does not seem to affect the value of k at which the objective becomes comparatively small. This leads to a hypothesis that for a given system and for a constant value of probability budget B, there exists a value of k greater than which the likelihood of the system sustaining damage is low. Also, the objective value for a fixed B is observed to be greatest when Pr ij ∼ texp(1) and least for the "det" case, when all the probabilities take a value of 0.5 before normalization. The fact that this objective value is lowest in the "det" case and increases significantly in the "exp" case suggests that the interdiction plan obtained by solving the PNK is sensitive to the nature of the failure distribution. This observation is also corroborated by Fig. 7. Fig. 7 shows the regions in which the lines are interdicted for the case when a severe event occurs on the coast of California, with line-failure probabilities generated using Eq. (30) with the value of n set to 3, the "det" case, and the "rel" case.
Conclusion
In this paper, we have presented an MINLP formulation, a convex (SOC) relaxation, and linear approximations to the probabilistic interdiction problem in power transmission networks. To the best of our knowledge, this is the first study of the N − k problem on power transmission systems that incorporates the convex relaxation of the AC power flow constraints. In summary, we have shown the following: (1) the computational effectiveness of the generic cutting-plane algorithm based on work in the literature for the deterministic variant of the PNK with the DC approximation [33] extends to the probabilistic generalization and also to convex relaxations of the AC power flow equations; (2) the nonlinear convex relaxation (SOC) of the AC power flow equations accelerates the convergence of the cutting-plane algorithm in comparison to linear DC/NF approximations; (3) the interdiction plan obtained using the cutting-plane algorithm is sensitive to changes in the component-failure probabilities, and this sensitivity can be used to compute interdiction plans in smaller subnetworks of the original system by spatially biasing the probabilities in the regions of interest; and (4) the PNK is very effective at identifying high-risk failure plans in the case of natural or manmade severe events. Future work can focus on modeling the dependence in the component-failure probabilities, as it is a more realistic model from the notion of a severe event.
